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Advanced targeted attacks, customized malware, and zero-day attacks are infiltrating networks at record speeds.

Traditional security infrastructure and tools are not keeping pace. In fact, recent reports indicate that 84% of
attacks compromised their target within seconds, minutes or hours, while 78% of attacks take days, months, or
even years to discover. Blue Coat has a solution. Blue Coat Security Analytics Software, an integral part of the Blue
Coat Advanced Threat Protection Lifecycle Defense, delivers the full visibility, security analytics, and real-time threat
intelligence you need to successfully protect your infrastructure and your workforce — and empower your business.

Sophisticated Protection from
Advanced Threats

Advanced security threats require a modern,
comprehensive strategy that provides the
intelligence and real-time analysis needed
to see, understand, respond to, and prevent
advanced threats and targeted attacks. An
effective solution must:

e Use security analytics to provide answers
to the most difficult post-breech questions,
including: Who hacked us? How did they do
it? Which data/systems were affected? Is it
over? How do we prepare for subsequent
attacks?

e Accommodate simple, fast and scalable
deployments to all corners of your
organization, from the data center to remote/
branch offices.

® | everage previous technology investments
and integrate with existing security tools
such as next-gen firewalls, IDS/IPS, SIEM,
malware analysis and other tools that focus
on “known” threats.

e Easily fit within security budgets that are
already stretched.

Blue Coat Security Analytics Software is the
industry’s only comprehensive solution that
delivers the full visibility, security analytics,
and real-time threat intelligence you need to
successfully protect your business.

Unlike other tools that claim to provide
advanced threat protection, Blue Coat can
truly deliver a cost-effective solution on your
hardware of choice, allowing you to leverage
the efficiencies and buying power you have
established with leading hardware providers.

Security Analytics Software provides:

Application Classification — More than 1,800
applications and thousands of descriptive
metadata attributes, including content types,
file names, user personas, are classified for
easy analysis and recall.

Real-time Threat Intelligence — Blue Coat
ThreatBLADES integrate directly with Security
Analytics Software and leverage the Blue Coat
Global Intelligence Network to deliver instant,
actionable, real-time intelligence on threats
delivered via web, email or file.

Layer 2 to 7 Analytics — Security Analytics
Software provides a variety of analysis tools

AT A GLANCE

Description

Security Analytics Software delivers complete

network visibility and situational awareness

to provide clear, actionable intelligence about

security threats to enable swift and targeted

incident response.

Capabilities

e Records and classifies every packet of network
traffic and provides intelligence about threats to
applications, files, and web content

e Automatically analyzes all network traffic and
enables immediate alerting about zero-day
threats and next-generation malware

e Supports large-scale, multi-location
deployments, with central management for
visibility across software, appliance, or virtual
appliance deployments

Key Benefits

e Gain 20/20 visibility into advanced malware,
targeted threats and zero-day attacks

e Respond faster with 100% situational
awareness of any network activity before, during
and after an attack

e See every detail of an event with Layer 2-7
traffic capture and deep packet inspection

e Optimize performance of next-generation
malware analysis and sandboxing

e Quickly achieve results with fast, flexible
deployment anywhere
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such as complete session reconstruction, data
visualization, Root Cause Explorer, timeline
analysis, file and object reconstruction, IP
geolocation, and trend analysis.

Context-Aware Security — The software
integrates with best-of-breed security
technologies such as next-gen firewalls, IDS/
IPS, DLP, SIEM, and malware analysis tools to
pivot directly from any alert or log and obtain
full-payload detail and evidence of the exact
source and scope of the event — before, during
and after the breach. Key integrations include
Dell SonicWALL™, FireEye™, HP ArcSight™,
McAfee®, Palo Alto Networks™, Sourcefire®,
Splunk®, and many other security applications.

Root Cause Explorer — Uses extracted
network objects to reconstruct a timeline
of suspect web sessions, emails, and chat
conversations.

Visibility into Encrypted Data — With the
Blue Coat SSL Visibility Appliance, Security
Analytics Software provides complete visibility
into threats that hide within encrypted traffic.

Industry-Standard Hardware Compatibility —
Security Analytics Software is easily deployed
on industry-standard, server-class hardware
platforms.

Benefits

e 20/20 visibility into advanced malware,
targeted threats and zero-day attacks

¢ 100% situational awareness of any network
activity — before, during and after an attack

e Cost reduction through lower capital
expenditures and reduced footprint

e Easy to deploy, use, and manage in
standalone or distributed operation

e On-demand incident response with remote
deployment

¢ Integration with existing security controls
to deliver advanced threat protection

e Scalability to expand as your coverage and
storage needs grow

Features

e Fully featured security intelligence and
analytics solution

e Complete network capture (layers 2-7),
indexing, classification, deep packet
inspection, storage and replay

¢ Integration with Blue Coat Global Intelligence
Network

e Performance and scalability to support large-
scale, multi-location deployments

e Central management to gain enterprise-wide
visibility across software, appliance or virtual
appliance deployments

* Integrates with common, existing security
controls such as NGFW, IPS, SIEM and more
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